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About iSec \f

» Our Firm was launched in May 2015

» Cyber Security Market Experience Since 2007

m Cyber Security Personal Experience Since 1980
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Our Mission, Vision, and Value
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Mission Value

Delivering advanced cybersecurity
solutions to secure confidential
data, with a focus on helping
financial service providers protect
customer information and maintain
high-quality standards.

To establish ourselves as Confidentiality Quality
the preeminent cybersecurity

: : Responsibility Solutions
company in Mena region.

Integrated Efficiency
Innovation Integrity

Competency
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Our Vendors

__‘©

FZ:ATINET kaspersky

P\CUS MSAB ivanti

-o -
sidelis Sgalaxkey
Security




®
iSec Group Services
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» Mobile Application Pentest » ITM&ATM Pentest » 1ICS/SCADA Pentest
» Web Application Pentest » Wireless Pentest » Voice over IP (VolIP)
» Red Teaming » Vulnerability Assessment » POS Pentest

» Network Pentest




Governance

Risk Assessment

Compliance

ISO 27001 Implementation

Data Privacy & Protection Assessment
PCI-DSS Implementation

Regulatory Compliance Audits -
GDPR, HIPAA, PCI DSS, etc. - Industry-

specific compliance (banking, healthcare)

ISO & PCI-DSS Gap Analysis
GRC Transformation

GRC Software Implementation
Architecture Review

Threat Modeling

Configuration Review




KSA

» SAMA CSF » NCA (ECC, CCC, CSCC, DCC, OSMAC, OTCC and TCC).
PDPL

h
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CST CREF for ICT Sector Compliance.

» Secure Code Review » Board and CISO Advisory » IAM architecture

» Forensic services » Incident response Services
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Our Team
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We have trusted and competent talents who are highly skilled in discovering vulnerabilities and conducting penetration testing
based on industry standards and customized in-house built methodologies. Throughout the years, our consultants have
executed many projects and achieved exceptional results, in which zero days were discovered and many bugs were hunted.
Our team is always up to date with the latest ethical hacking techniques, and are actively updating our methodologies to cope with new threats
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Our Reputation
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Research-oriented assessment We depend on manual tests to identify unknown vulnerabilities that might exist in target systems such as zero-day vulnerabilities
Therefore, we facilitate research capabilities for the security experts to utilize throughout the projects and for skills development.

High-quality services We adopt quality assurance processes to offer high-quality services. The quality of our services is supported by demonstrable capabilities
with effective and proven security assessment methodologies that are tailored for each environment type.

World-renowned security researchers Our world-renowned security experts are qualified and competent in their areas of specialization. The passion is behind
the determination of iSec security consultants to always produce results that make us proud of what we do.
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Our Training Courses
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CERTIFIED
INVESTIGATOR PENETRATION TESTING e~
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Computer Hacking The Certified Penetration Certified Network Defender
Forensic Investigator Certification vi0 Testing Professional (CPENT) Certification v2
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APPLICATION SECURITY ol E 1CS/SCADA
ENGINEER - .NET ETHICAL HAGKER i ...
S ; CYBER SECURITY
= Jan-
Certified Application Security Certified Ethical Hacker ICS/SCADA
Engineer (CASE) Certification v12 Cybersecurity
. o
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GERTIFIED THREAT
INTELLIGENCE ANALYST

Certified Threat Intelligence
Analyst (C|TIA

~ INFORMATION
SECURITY OFFICER

\»

EC-Council's Certified Chief
Information Security Officer

o




THANK YOU

www.isec-group.com

41 Zaker Hussien, Nasr City, Cairo, Egypt
Akaria Plaza, Gate "D", 6th Floor, Olaya Street, Riyadh, Saudi Arabia



